Decoding Data Privacy: DPDP vs. GDPR

A cultural, comparative, and compliance roadmap
for the digital economy.




DPDP (India) GDPR (EU)

The Individual

Data Principal _@‘ Data Subject

-
The Entity

Data Fiduciary _0‘ Data Controller

The Intermediary

o, (No direct equivalent; India introduces

Consent Manager a specific tech intermediary layer)

=
The Regulator

Data Protection Board (DPB) _» Data Protection Authority (DPA/ICO)

Core Objective: Both frameworks seek to protect individual autonomy while governing entity accountabilitv.
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||] The Fundamental
O Right (GDPR)

e Stems from a post-war cultural
emphasis on protecting the
individual from the state and
massive corporations.

* Privacy is viewed as an absolute,
fundamental human right.

e The legal framework is highly
prescriptive, documentation-heavy,
and focused on restricting data
processing.
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The Digital
Empowerment é £ @

Stack (DPDP) 4

Built for a massive (1.4B), mobile-
first population rapidly adopting
digital public infrastructure (India
Stack).

Seeks a pragmatic balance: fostering
trust for digital economic innovation
while ensuring state security.

Tech-first compliance optimized for
agile service delivery.



Lawful Basis

Cross-Border
Data

Age of Consent
Compliance
Approach

DPDP (India)
Primarily Consent + "Certain

Legitimate Uses" (e.g., state
functions, medical emergencies).

Pragmatic "Negative List" (transfer
allowed anywhere except
specifically banned countries).

Strict, non-negotiable cut-off at
<18 years.

Tech-enabled via central '‘Consent
Managers'.

Broad exemptions for State
instrumentalities, legal
enforcement, and notified startups.

6 broad Lawful Bases (includes
a flexible "Legitimate Interest"
loophole).

Strict "Adequacy Decisions" or
complex Standard Contractual
Clauses (SCCs).

Variable by member state (ranges
from 13 to 16 years).

Decentralized, documentation and
policy-heavy.

Very narrow, strictly defined
exemptions.



[, European GDPR
IF ®

» Advantages: The undisputed global gold standard
for consumer protection; highly predictable legal
precedents; comprehensive rights coverage.

Disadvantages:

» Heavy compliance burden blocks small startups;
“cookie banner” fatigue; “legitimate interest”
creates legal ambiguity.

Indian DPDP ég‘é-@

» Extremely startup-friendly; the “Negative List”
drastically reduces cross-border legal costs; clear
rules without “legitimate interest” loopholes.

Individual Privacy Protection

Disadvantages

» Heavy State exemptions raise surveillance concerns;
rigid 18-year age limit impacts EdTech/Gaming;
reliant on untested tech infrastructure.
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India’s Unique Innovation: The Consent Manager

The Consent Manager R
“Bank
~ ol (Data Fiduciary 1)

LD
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E-Commerce
(Data Fiduciary 2)

Data Principal An independent, DPB-registered
interoperable platform. Acts as a single,
dashboard to give, review, manage, and

withdraw consent across all services.
Retains records for 7 years.

Healthcare
(Data Fiduciary 3)

The Paradigm Shift:

Unlike GDPR's decentralized, site-by-site cookie banners, DPDP mandates Fiduciaries
accept consent routed through these centralized, tech-driven Consent Managers.
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Benefits for Citizens (Data Principals)
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Notices and consent requests
must be available in English and
22 regional languages.

\.
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The unique right to nominate an
heir to exercise privacy rights in
the event of death or incapacity.

Digital Legacy

v,
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Citizen Avatar

......

,

Actionable Grievance
Redressal

Mandated response windows.
Fiduciaries and Consent Managers
must resolve complaints within

90 days.

1

-

Duties &
Accountability

Citizens are legally bound to not
register false grievances and must
furnish verifiably authentic
information.
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Benefits for Companies (Data Fiduciaries)

Operational

Simplicity

By relying almost
exclusively on clear,
affirmative Consent (and
specific legitimate state
uses), companies
completely bypass the
costly legal debates -«
over GDPR's ambiguous
“Legitimate |
Interest”.
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The Startup

Catalyst

Section 17(3) allows the
Central Government to

exempt notified startups 5
from heavy compliance |
burdens (like Notice |
requirements and data 2
access rights), <%,
fostering a frictionless -
innovation "
ecosystem.

Frictionless

Data Flows

The ‘Negative List’
architecture for cross-
border transfers allows
companies to freely route
data globally, avoiding the
expensive, complex
Standard
Contractual Clauses
(SCCs) required by
the EU.
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The Baseline Obligations of a Data Fiduciary

Standalone Notice

Consent requests must be preceded by an itemized, clear, plain-language notice detailing
exact purposes and Data Principal rights. No more “bundled” privacy policies.

Reasonable Security

Must implement robust technical safequards (encryption, masking, RBAC). Fiduciaries
remain fully accountable for data processors (vendors) via strict contracts.
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\ Accuracy & Purpose Limitation s i

- Must ensure data is complete and accurate, and processed only for the
/ specifically consented purpose.

= ——
\ ~ . B e

\ Strict Retention Timelines
. Data must be deleted when the purpose is served. |

- Specific Rule: Large e-commerce and online gaming entities must delete
data after 3 years of user inactivity, with 48-hour prior notice. )
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Are You a Significant Data Fiduciary (SDF)?

Standard uciaris

_ The SDF Escalation Requirements

| Vs | g@ e Data Protection Officer (DP0): Must
V appoint an individual based in India who
— L represents the company, with public
Sensitivity & Risk contact details.

State Security / e DPIA: Must conduct and submit a Data
Electoral Impact Protection Impact Assessment once

— N  every 12 months.

e Data Audits: Must perform periodic
‘/ﬁ\’ﬂ Independent audits every 12 months
from the date of SDF notification.

Significant Data Fiduciaries (SDF)
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DPDP Compliance Lifecycle (The 5 Stages)

1. Collection Wl 2. Processing@  3:Rights WM  4.Breach W 5. Retention |
& Consent’ W & Security. S8 Management @& Management S & Deletion ¥

B /mplementS SN EstablishiIDSRES WS  Firstiintimation S\ Cryptographic
S encryption’andS=INR  portal;verify SN {0 DPBEWIthOUISSSINE  erasureiupon
languages: S RBAC:iexecutes ;identities; execute N delay | detailed consent
capture/granular ¥ ¥ Data Processing ™ M correction/erasure: e secondary, M withdrawallord
verifiablefoptzin; ' AgreementsEas S resolve i notification ¥ 3-yeariinactivity" A
record consent ' (DPAS)iwithiall™ S grievances ¥ within'72lhours'y S limit:imaintain®™ &
artifacts " S vendorst Sl Within'90/days’; S B auditablellogs:,
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The Hard Line on Children’s Data

The Absolute Age Limit

DPDP strictly defines a child as anyone under 18
years of age (unlike the EU’s flexible 13-16 range).

Verifiable Parental Consent

Mandatory requirement to verify the parent’s
identity and age before processing.

Implementation Mechanisms

Companies can utilize digital public infrastructure
(like DigiLocker) to securely verify a parent without

The Red Lines

Absolute ban on tracking, behavioral monitoring,
targeted advertising, and any processing likely to
cause detrimental effect to a child’s well-being.
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Enforcement & Penalties ——

Unlike GDPR's percentage-of-revenue model, DPDP uses fixed, massive monetary penalties.
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~ Up to 2200 Crore

: (~$24M USD)
| M
|

Up to 250 Crore

(~$30M USD) |

Maximum penalty for failure to implement reasonable aximum penalty for failure to notify the Data Protection | |
security safeguards resulting in a data breach. Board (DPB) and affected individuals of a breach. ) |
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M * Nature, severity, and duration of the breach.

Y/ * Repetitive nature of the violation.

(!
Low Impact | &9 E o High Severity e Financial gains realized, or losses avoided, by the violating entity.
Escalating Factors
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CROS5
BORDER
DATA

Transfers
& Exemptions

Ve B
The Negative List Mechanism n

Under Section 16, personal data can flow freely outside
“ India unless the destination is specifically restricted by the
Central Government via a ‘Negative List'. This represents a
massive reduction in friction compared to EU cross-border
mechanisms.
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Crucial State & Legal Exemptions

Section 17 exempts processing rules when data is used for:
» Enforcing legal rights or claims.
Judicial, regulatory, or supervisory functions.

* Investigation or prosecution of offences. _/
» Mergers, amalgamations, or assessing loan defaults. ! | é ,,
» Research, archiving, or statistical purposes. e l
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Synthesis: Compliance as a Global Competitive Advantage

O

p —
Adopt EU Rigor

Implement GDPR-level
documentation, vendor contracts,
and privacy-by-design principles

Adopt Indian Tech-Agility

Integrate modular, tech-driven
compliance—like interoperable
Consent Managers and automated

to ensure baseline global legal DSR portals—to eliminate "consent
defensibility. fatigue” and future-proof against
regulatory fragmentation.
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The cultural divide—Europe's rights-first legislation vs. India’s tech-first infrastructure
—is not a contradiction, but a roadmap for resilient data architecture.

e —

Companies that treat privacy as an integrated, tech-enabled business capability will win
user trust and scale frictionlessly across both Western and emerging markets.




