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For businesses
today, a
cyber-attack
IS not a matter
of ‘IF' but

Cyberyog Technologies was founded in 2017
with a singular focus: providing curated,

enterprise-grade cybersecurity solutions to
startups and small/medium enterprises (SMEs). ||
We understand the unique velocity and risk ﬂ
profile of your organization.
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| The Holistic Security Architecture: 4 Core Pillars |

Threat Assessment |1

weaknesses before
adversaries do.

Governance & Strategy &Testing ;
Building the policies, metrics, Proactively probing the i
and frameworks that dictate environment through audits :

Active Defense
& Endpoints

Securing the human
perimeter, managing assets,
and fortifying endpoints
against active threats.

Continuous monitoring to
detect anomalies and
orchestrated incident
management to ensure
rapid recovery.

Resilience & Response

.........
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Pillar 1: Governance & Strategy

Cybersecurity Communications —

Cybersecurity Communications Assistance in Creative Design

Disaster Recovery (DR) planning

|
|
|
| : o
; Business Continuity Plan (BCP) & BCP & DR blueprints & plans
| , e S
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Operational Scope (The Work) Tangible Deliverables (The Output)

Cybersecurity Policy Making & Governance Security Policies — Revisions & Add-Ons |

Data Classification Framework Data Classification Framework Document

Cybersecurity Metrics Security Metrics Report for Management
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Pillar 2: Threat Assessment & Testing

Operational Scope (The Work) Tangible Deliverables (The Output)

Annual InfoSec Audit — Organization :
& IT Infrastructure bRl BEM AR

Continuous VAPT (Website & App, Cloud) s o

— Covering both External & Internal et R
Penetration Testing | | AWS/Cloud Security Best
Practices & Monitoring

Database Security Best
Practices & Monitoring

Cloud Security

P e e o —— —— — —— ——
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| Cybersecurity Recommendations, - -

{ Security Checklists & Support Cybge(rg(lejc%rcl)tr}{ gggzmr:nigggtrllons -
| (Know Your CyberScore methodology) et p! B e |
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Pillar 3: Active Defense & Endpoints

Operational Scope (The Work)

Endpoint Security

Endpoint Security Recommendations

Malware clean-up & protection

Asset Management
Asset Management & User Lifecycle
. Recommendations
Employee Lifecycle Management
Phishing & Social Engineering
Protection & Awareness
SETA Workshops

(Delivered 4 times a year)

Security Workshops (SETA) - Executed as
‘People Patching’ contextual trainings.

Tangible Deliverables (The Output)
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The Lifecycle of a Secure Employee

Phase 1: Phase 2: Phase 3:

- Asset Management tracking initiated.
- Security Policies & Acceptable Use sign-off.
- Initial endpoint security deployment.
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Onboarding Active

(Provisioning) (People Patching)

- Quarterly SETA Workshops.
- Simulated Phishing & Social
Engineering tests.

- Continuous Endpoint Monitoring.

Offboarding

(Revocation)

- Immediate access termination.
- Asset retrieval protocols.
- Data containment & archival.
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Pillar 4: Resilience & Response

Operational Scope (The Work)

Tangible Deliverables (The Output)

Continuous Monitoring
of Threats

i
Continuous Monitoring
for threats — Reports for
relevant threats
N |
Z‘ /

Incident Management

Incident Response &
Planning Document

These operations represent the active,

self-healing core of the
Managed Security Services partnership.
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The Continuous Security Loop

| Vi
|| Continuous .
H Monitoring & VAPT Incident Management
(Detecting anomalies (Contai.ni_ng and
and vulnerabilities in neutralizing the threat).
real-time).
— N | - N
. A
Policy & Governance ) .
Revision Security Metrics &
(Updating rules and SETA Reporting
training based on real- (Analyzing the incident
world metrics, feeding back | and system performance).
into better monitoring). |
i N N

Security is not a checklist; it is an

interconnected, continuously monitored lifecycle.
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Operational Cadence & Delivery

f"fﬁ:' ’'a Y | ; 21807 aY 2 ) '{'r ¥ a b i ""_ s als !f: 11V o [y | 4 ln :
Continuous / Real-Time j uartel 1y RHV%L ns

VAPT Reports
(Continuous but reported
quarterly)

This structured cadence ensures that resilience is not just a goal but a continuously engineered and audited reality.
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The Vendor Ecosystem EEEEREREEE
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Endpoint
Protec'uon & Malware cleanup.

. : | ‘ - Web Application
" ggitr{inketlx i Securlty & Continuous VAPT.
-—F—F—F—!-—-l-—r—?

[B\ AUTOMOX  Msp

- 'mt: Asset
Management and Automated Patching.

Netgate

1 3

Ty

Freshworks

T T

1

| er: Network Security and
Open -Source Firewall management.

- Incident Management

and Ticketing.
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Built in the City of Joy for your security needs
Kolkata, India

+91 9051 234 233

info@cyberyog.com

www.cyberyog.com

CYBERYQG
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